How to setup the NetWatcher Virtual machine on a laptop with 1
network card connected to a Netgear ProSafe managed switch in
promiscuous mode.

Note that with this configuration you are using the same Lan port on the virtual switch for outbound
access to the NetWatcher cloud as well as doing deep packet inspection.

For this to work you should ensure that:

e You are not blocking UDP 443 outbound.
e You do not have any firewall software running on the laptop that would block the sensor.

Here is the typical test environment. 1 —the laptop running VMware player and the NetWatcher
sensor. 2 — an inexpensive managed switch (Netgear ProSAFE is great). 3 —an internet connection and
possibly other computers attached to the switch.



https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_workstation_player/12_0
http://amzn.com/B00HGLVZLY

Step 1: Download the Virtual Sensor and install it on the laptop

Download NetWatcher Sensor VM

How to login to the portal: RN s Rl
*  You should have received an email to access the NetWatcher.com portal
earller. If you can't find it, log in to https://portal.netwatcher.com/login with

your amall address and reset your password. N R R R T

How to download the Virtual Machine/Sensor:

+  Once you log in to your account, navigate to
https://portal.netwatcher.com/sensor/sensors, click on your sensor, an .
press download. It will take & while to download asit’s a large file. We use it
http:/fwww. 7-zip.org ompression and there is no password. There are
two parts, extract the first on it will continue into the second one.

My Sensors
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*  Unzip, then untar downloaded .xz file.
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Step 2: Setup a Mirror port on the switch.

In this example configuration in the figure below you setup port mirroring under “System | Monitoring”

e Port 1- connection to the internet.

e Port 3 - The laptop running the NetWatcher sensor. Must be able to get an IP address via DHCP.
e Port 4 —another computer generating traffic on the switch (red cable above)
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**We are mirroring all traffic from port 1 (internet) to port 3 (sensor)

Step 3 — Turn off one of the network adapters (VMnet5)

Virtual Machine Settings

Hardware Options

Device Summary
W Memary 468
[ Processors 4

L) Hard Disk (SCST) 50 GB

. Network Adapter Custom (VMnets)

&l network Adapt... Bridged (Automatic)
Bisplay Auto detect

) add...

Remove

Device status
[CJconnected
[CJconnect at power on

Network connection
(O Bridged: Connected directly to the physical network
Replicate physical network connection state
8 configure Adapters
(C)NAT: Used to share the host's TP address

(O Host-only: A private network shared with the host
(@ custom: Specific virtual network

VMnet> v

(O) LAN segment:

LAN Segments...

OK Cancel Help

Hardware Gptions
Device Summary
. Memory 4GB
] Pracessors 4

i Hard Disk (SCSI) 50 GB

@Network Adapter Custom (VMnets)
& Network Adapt... Bridged (Automatic)
B pisplay Auto detect

Select the host network adapter(s) you want to
automatically bridge:

Automatic Bridging Settings X

[]ASIX AX88179 USB 3.0 to Gigablt Ethernet Adapter
[ Microsoft wi-Fi Direct Virtual Adaptar

Microsoft Hosted Network Virtual Adapter
[Jntel(R) Dual Band Wireless-N 7260
[C]TAP-Windows Adapter Vo

[ TAP-Windows Adapter V9

Cancel Help

add..

Remove

Step 4 — Put the second lan port in Bridged mode and choose Advanced to choose the adapters you
want bridged.

Device status

Connected
Connect at power on

Network connection
Bridged: Connected directly to the sical networl
dged d directly to the physical k
[JReplicate physical network connection state
&) Configure Adapters
(C) NAT: Used to share the host's P address

() Host-only: A private network shared with the host
() Custom: Speific virtual netwaork

VMnet0

() LAN segment:

LAN Segments... | Advanced...

oK cancel Help



Step 5 — Verify you have an IP address
Step into the VM and press enter. The VM will show the sensor’s IP address as seen in the figure below.

4 NetWatcher - OVF - VMware Workstation 12 Player (Non-commercial use o... - O X

Player ¥ - lﬂl = = £

6646821 device vethdbddB19 entered proMmiscuous mMode

6698851 dockerB: port 2(vethdbddB19) entered forwarding state
6722481 dockerB: port 2(vethdbddB19) entered forwarding state
6744181 IPvE: ADDRCONF (HETDEU_CHANGE): weth8118ef3: link becomes ready
6888151 dockerB: port 2(vethdbddB19) entered disabled state
7875941 ethB: renamed from veth8118ef3

7988791 dockerB: port 2(vethdbddB19) entered forwarding state
8886531 dockerB: port 2(vethdbddB19) entered forwarding state
3799631 dockerB: port 2(vethdbddB19) entered disabled state
3838591 vethB8118ef3: renamed from ethB

4866591 dockerB: port 2(vethdbddB19) entered disabled state
4134981 device vethdbddB19 left promiscuous mMode

4155851 dockerB: port 2(vethdbddB19) entered disabled state

his is localhost (Linux xB6_64 4.2.2-coreos-rl1) 15:26:87

ISSH host key: SHAZ56:RcSL1ImMtsLuNS6GRiRg23IENGZP41D/r0gbyQ jBEBBARA (DSA)

ISSH host key: SHAZ56:MRuaZSHRT1pBOXf fWw3LUXnXAoMYLE21nIUz9%0z/DtyU (ED25519)
[SSH host key: SHAZ56:DrH2YEMkkka+InhwSFn/cbhbiBLFgBFX36tcP12XtN020 (R5A)
enol6777736:

eno335549668: 18.28.1.61 feBB::2B8c:29ff:fe9c:b97b

localhost login: [ 1115.5974981 hrtimer: interrupt took 3834357 ns




