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How to setup the NetWatcher Virtual Machine on a computer with 2
network cards running VMware Player connected to a managed switch

For this to work you should ensure you do not have any firewall software running on the
computer hosting the NetWatcher sensor Virtual Machine and that you are not blocking the
following ‘outbound’ at the firewall:

e TCP 8443 => www.defensative.com

e UDP 443 => vpn.netwatcher.com

e TCP 443 =>index.docker.io

e TCP 443 =>registry-1.docker.io

e TCP 443 => public.update.core-os.net

Here is the environment:

1 - the computer running VMware player and the NetWatcher sensor.

2 - an inexpensive managed switch (Netgear ProSAFE is great).

3 - an internet connection and possibly other computers attached to the switch.
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https://my.vmware.com/web/vmware/free#desktop_end_user_computing/vmware_workstation_player/12_0
http://amzn.com/B00HGLVZLY
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Step 1: Download the Virtual Sensor and install it on the computer

Download NetWatcher Sensor VM
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How to login to the portal:
E=3

* You should have received an email to access the NetWatcher.com portal

My Sensors

earlier. If you can't find it, log in to https://portal.netwatcher.com/login with
your email address and reset your password. = T | T O = N = |

How to download the Virtual Machine/Sensor: ’
* Once you log in to your account, navigate to

https://portal.netwatcher.com/configure/sensors , click on your sensor,and

press download._|t will take a while to download as it’s a large file. We use T NetWatcher {5 Inviea friend and (@ scn & | oo
http://www.7-zip.or ompression and there is no password. There are
two parts, extract the first on it will continue into the second one. © Dashoard | B Reports | 8 Aerms: | 8 Suppert v | ) Ads

get one month free

* Unzip, then untar downloaded .xz file.
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Step 2: Setup a Mirror port on the switch.

In this example configuration in the figure below you setup port mirroring under “System |
Monitoring”

e Port1 - connection to the internet.

e Port4 - Computer (LAN 2) running the NetWatcher sensor (Internet access). Must
be able to get DHCP address

e Port5 - Computer (LAN 1) running the NetWatcher sensor Mirror port.

In this example we are Mirroring all traffic from Port 1 on the switch to Port 5
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Step 4 - set up LAN 1 on the computer and configure it to connect to the VMware player

VMnet1
Compu;(:)r;'lt\lsetwork VMware Ports VMware Config Switch
LAN 1 VMnetl Custom: VMnetl Port 5 (Mirror)

(Host Only)

Hardware | Options

i Device status
Device Summary
9, Memory 8GB Connected
[ Processors 4 Connect at power on

4 Hard Disk (SCSI) 50 GB

W[ Metwork Adapter Custom (VMnetl) Network connection

ENetwnrk Adapt... Bridged (Automatic) () Bridged: Connected directly to the physical network
!Display Auto detect Replicate physical network connection state

Configure Adapters

() MAT: Used to share the host's IP address
() Host-only: A private network shared with the host
(@ Custom: Spedfic virtual network

[M‘Mnetl {Host-only) -

() LAN segment:

LAM Segments. .. ] [ Advanced...

[ '@Add H Remove

ok J[ Cancel J|
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Step 5- Setup LAN 2 on the computer and configure it to connect to the VMware player

Computer Network

VMware Ports VMware Config Switch
Ports
Port 4 (access to
LAN 2 VMnet8 Bridged Internet / able to

get DHCP address)

Hardware | Options

Device

0 Mernory
[ Processors

I3 Display

A Hard Disk (SCSI)
ElNetwork Adapter Custom (VMnet1)
[ Metwork Adapt... Bridged (Automatic)

Sumrnary

3 GB
4
50 GB

Auto detect

[ @Edd H Remove

Device status
Connected
Connect at power on

Metwork connection

(@ Bridged: Connected directly to the physical netwaork
[ replicate physical network connection state

() MAT: Used to share the host's IP address
() Host-only: A private network shared with the host
() Customn: Spedific virtual network

VMnetd
) LAN segment:

Configure Adapters

LAM Segments. .. ] [ Advanced...

I[ Cancel ][ Help
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Step 6 - Verify Setup

6.1 Verify in Control Panel Network Connections that both network cards and both

VMware adapters exist. In this example LAN 1 is the Sensor port that attaches to the
Mirror on the switch and LAN 2 is the port that attaches to the internet.

(=] B [ |
@\/ < | £/ » Control Panel » Network and Internet » Metwork Connections » - | 3 | search Network Connections po
Organize ==~ 0 @

Mame Status Device Name Connectivity

% Local Area Connection MNetwork

& Local Area Connection 2
F VMware Network Adapter VMnetl
& VMware Network Adapter VMnetd

6.2 Step into the VM and press enter. The VM will show the sensor’s IP address as seen in
the figure below.

'-'_ES MetWatcher - OVF - VMware Workstation 12 Player (Mon-commercial use only) e | ] el

Player = - &l ]} L:H 4

i= localhost (Linux x86_64 4.3.6-coreos) BA:28:54
: SHAZ56:RcSLImtsLuNSEGRiKg23IENGZP41D-rOgbyl jB6EAARA (DSA)
: SHAZ56:E3uRAtg29uznxkovulxi ItkPaeBCLgff4BilrSsps4 (ECDSA)
* SHAZ56 :HRuaZSHRT1pBOXE fH3ILUXnXAoMYLEZ2InIUz90z-Dtyll (ED25519)
: SHAZ256: DrZ2YKMkkka+ InhuSFn/cbiBLFgBFX361tcP12XtH020 (R3A)
enol16777736: 192.168.139.138 fed8B::28c:29ff:fefb:cbf3
eno335549668: 192.168.1.123 fe8B::208c:29ff :fefb:cbfd

localhost login:

Thizs is localhost (Linux x86_64 4.3.6-coreos) H1:28:36

55H host key: SHAZ5G6:RcSLImtsLuNS6GRiKQZ3ENGZP41D-rOgbyl jBEEBARA (D3A)

53H host key: SHAZS56:E3uRAtg29%uznxkowvulxiltkPaeBCLgff4Bilr0Ssps4 (ECDSA)
55H host key: SHAZ5G6:MRuaZSHRTIpBOXf fH3ILUSXnXAoMYLEZ2InIUz90z-Dtyl (ED25519)
SSH host key: SHAZSE:DrH2YKMkkka+InhwSFn-cbiBLFgBFX361tcP12XtHDZo0 (R3A)
enol6?777736: feBB::28c:29ff:fefh:c6f3

eno335549668: 192.168.1.123 fef8B::d664:6ecY:eeldd:2d94

localhost login:
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