Setting Up A Virtu&ensor "
In a VMware/vSpherelenterEnvironment
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Download NetWatcher Sensor VM

o/ NetWatcher @ Invite a friend and

get one month free

How to login to the portal: D Dashboard | L Reports | @ alarms | 2= Sensors | B EndPolnta | of Advanced | e Appsors % support
A You should have received an email to access the NetWatcher.com portal My Sensors
earlier. If you can't find it, log in taittps://portal.netwatcher.com/loginwith
your email address an@setyour password.

How to download the Virtual Machine/Sensor:

A Once you log in to your account, navigaie
https://portal.netwatcher.com/sensor/sensorslick on your senspan
pressdownload L& ¢Aff GF1S | 6KAE S Wefse
http://www.7 -zip.or ompression and there is no passwoithere are  _

- Invite a friend and
) r.4 NetWatcher f'_% gemne{nnr}tﬁ free 7, SRy R et

o Dashiboard W Reparts A Alarms 2T SEEOrs = EndPaints o Advanced = AppStore B Support
two parts, extract the first 0 nd it will continue into the second.one
== ]
A Unzip thenuntar downloaded xzfile. = > rtuall
Sensor Daetails
Sarnsor ki GOOTAEES-1353-4da b-B32T-003LBET c4 Db

wirtuall

2015-12-16 11:32:19
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https://portal.netwatcher.com/login
http://www.7-zip.org/

Setup Example Using VMware and Cisco

3 N Be-----
s | 2| e oNw oAl . .
| § || swicht ! sensorl el ! Assumptions about the environment
- N A These instructions assume a VMwar@enter
environment and Cisco Switch however the same
Trunk instructions apply to other platforms.
A Server has virtualized switch's that connect to the
%) Y G physical switch ports (example: 18)
= ZAEEEEEEEEERE A Tosupport up to a network with ~200mb/sgress
_DC; Trunk bandwidth you will need to create a VM withcores,
e — 4 GB RAM, >= 500 GI®D
l : :
- What you need to add to your virtual environment

o - Virtual to Physical
u V:tuél F|>0rt Physical to Physical C Internet C ><_
[1Physical Port Virtual to Virtual
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Cisco Setup

O |dentify Sourceport for SPAN Q Configure SPAN:
#showrun int Gil1/0/24 #monitor session 2 source interface Gil/0/24
Building configuration... #monitor session 2 destination interface Gi1/0/18
Ensure there is a physical cable connecting this destinaton(Gil/0/18 in this example) to the
Current configuration : 92 bytes VMWare host physical potm2:vmnicl in this example
interface GigabitEthernet1/0/24 Note:
description Trunk to Internet Firewall A Source = the actual traffic
switchportmode trunk A Destination = the copy of the traffic being sent to the sensor
end

Identify destination port for SPAN
#showrun int Gi1/0/18
Building configuration...

Current configuration : 8bytes
interface GigabitEthernet1/0/18
description Link to vm2 vmnicl
switchportmode trunk
switchportnonegotiate

end

https:// learningnetwork.cisco.com/docs/DEX6018
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https://learningnetwork.cisco.com/docs/DOC-26018

Step 1: Create a Virtual Switch w/Virtual SPAN Port & Map it to a Physical Pc

vSphere Cliert —-

Select Configuration tab

Select Networking under Hardware.

Select vSphere Standard Switch

[ fA01 ' RR bSUg2NJ Ay3IX

hown e

B
)
I
J

Switch

1u, 16 core, 256 RAM Eth1l <
Servername= VM2 vmnicl
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Step 1a: Create a Virtual Switch w/Virtual SPAN Port & Map it to a Physical Port
--Create the SPAN Port to mirror all traffic

() Add Network Wizard == eS| | (@ Add Network Wizard [

Connection Type Virtual Machines - Network Access
Networking hardware can be partiioned to accommodate each service that requires connectivity. Virtual machines reach networks through upink adapters attached to vSphere standard switches.
Connection Type Connection Type Select which vSphere standard switch will handle the network traffic for this connection. You
ork

Connection Types Network Access may also create a new vSphere standard switch using the unclaimed network adapters listed
below.

~ Virtual Machine
@ Create a vSphere standard switch

Add a labeled network to handle virtual machine network traffic. Emulex Corporation OneConnect 10Gb NIC (be3)
I~ @ vmnic3 10000 Ful  ©-10.20.0.1-10.20.3.254 ( VLAN 81
' VMkernel N - "
Intel Corporation I350 Gigabit Network Connection
The VMkernel TCP/IP stack handles traffic for the following ESXi services: vSphere vMotion, iISCSI, NFS, and host [~ B vmnico 1000 Ful #-192.168.0.192-192.168.0.223 ( VLAN 300
management. v: @ vmnicl Down None
Preview:

Virtual M ort Group Physical Adapters
VM Network . B o B9 vmnicl

Unselect in use physical ports (vmnic3 above) and select
desired dedicated/unused physical port (vmnicl above).

<Back | Next > Cancel | Hep < Back | Next = I Cancel |

() Add Network Wizard bl E P | [ Add Network Wizard (= | [

Virtual Machines - Connection Settings Ready to Complete
Use network labels to identify migration compatible connections common to two or more hosts. Verffy that al new and modified vSphere standard switches are configured appropriately.

Port Group Properties

rk
Connection Settings | Network Label: SPAN Target

m

Host networking wil include the folowing new and modfied standard switches:
C Preview:
o Virtual M

- = ort Group Physical Adapters
VLAN ID (Optional): & Summary SPAN Target QD o B8 vmnict

VLAN ID: All (40

Preview
Virtual Machin
SPAN Target

/| KIy3dS bSGg2N] [ o6St Click Finish
andVLAN ID t&None (0)

Help =< Back | Next > Cancel Help < Back | Finish I Cancel
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Step 1b: Create a Virtual Switch w/Virtual SPAN Port

--Enable Promiscuous Mode

& Map it to a Physica

| Port

i (%) vSwitchO Properties
D : Ports | Network Adaoters |
Configuration Summary vSphere Standard Switch Properties
Y T vwitch 120 Ports < Number of Ports: 120
€ SPAN Target Virtual Machine Port Gro... Advanced Properties
MTU: 1500
wps 2 - S Default Policies
Security
Promiscuous Mode: Reject
Sofiware MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load
Balanding
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes
o 2 2 Faiback: Yes
Select Properties, SeleeBwitch SelectEdit et Adptars:
Standby Adapters: None
Unused Adapters: None
Add... Edit...
econt 12uka -
Close Help
v
) vSwitchO Properties e “J) vSwitchO Properties o S
General Security | Traffic Shapina | NIC Teamina | General Security | Traffic Shapina | NIC Teamina
Policy Exceptions Policy Exceptions
Promiscuous Mode |reject | Promiscuous Mode It {~1
MAC Address Changes: [accept il | MAC Address Changes: [accept -
Forged Transmits |accept -~ Forged Transmits |accept |
oK cancel Help =0 I cancel Help
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Ste p 2 I m p O rt N etwatc h e I S e n S O I V M gll:tr;;{;\/ﬂwv\\{v?/\tircr:\w;\:ggm/products/converte)r

% VMware vCenter Converter Standalone e X ¥ Conversion L‘—‘—J@.'

fle View TJask Admnstraton Hep

9 Convert machne & Configure machine Source System
Vewby: ¥ Tasks Show: ¥ Al tasksim ¥ Recent tasks Select the source system you want to convert
| Task 1D Job 1D Source Destnaton  Status Stattme  End tme
Source System Source: none Destination: none
Click Convert machine: Destination System _ : _
Options Select source type: |VMware Workstation or other VMware virtual machine -~

A Selectsource type: VMWare Workstation or other VMware, || summar Convert » sl machine from Vi Vorstaon, Wi Py Vhvire
Vlrtual maChIne Browse for source virtual machine or image
A BrOWSetO and SeIeCtvaflle among your downloaded flles Virtual machine file: 8eld\NetWatcher - Virtual\NetWatcher - OWVF.vmx + _W_

View source details...

rter Standalone alows you to take one of a v of machines and convert

rtual machne. The machines you may convert i

rtual machnes (.vmc)
(.sv2)

n Products (.pvs)

Hyper-V vrtual machnes
| Help < Back Next > Cancel
%5 Machine Details for NetWatcher - OVF X ¥ Conversion =L X ]
Destination System
Name: NetWatcher - OVF i Select a host for the new virtual machine
Machine type: VMware desktop virtual machine
Firmware: BIOS | Source System Source: (3 I:\NetWatcher-12a...\NetWatcher - OVF.vmx (Other (32-bt)) Destination: ...
- . Destination System 2 % o = > =
Operating system: Other (32 bit) SRR Select destination type: |VMware Infrastructure virtual machine
Total size: 500 GB Destination Location Creates a new virtual machine for use on a VMware Infrastructure product
. . . . . Number of vCPUs: 4 (4 sockets * 1 cores) Options
1 Su / = = :
Click on source details and it should look like thiS: ram: 4096 MB Summary VMware Infrastructure server detais
Network: ethernet0 Server: D
etherneti = User name: m
Source disks/volumes layout: Password:  eeessses
Disk 1 <GPT> - 500 GB

EFI-SYSTEM (Volume 1) - 62.97 MB used / 128 MB total <FAT>

(Volume 2) - 2 MB used / 2 MB total <unknown> CIICk NeXt ..
(Volume 3) - 1 GB used / 1 GB total <unknovin> SelectDestination type: VMware Infrastructure virtual machine

(Volume 4) - 1 GB used / 1 GB total <unknown>

(Vokme 5) - 128 MB used / 126 MB total <unknown> Server This is yOUESXVSphere cluster and login credentials. NW

(Volume 6) - 64 MB used / 64 MB total <unknown> Sensor
(Volume 7) - 497.68 GB used / 497.68 GB total <unknown> = | « ’

| Close | Heb < Back Next > Cancel
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Step 2a: Import NetWatcher Sensor VM

¥ Conversion

Destination Virtual Machine
Select the destination VM name and folder

Source: {# I:\NetWatc...\NetWatcher - OVF.vmx (Other (32-bt)) Destination: ¥ Net...

ystem
Destination Virtual
Destnation Location

Name: NetWatcher - OVF

Inventory for: vcenter.svr.oe.l Search for name with: Clear
Options
Summary veentersvroe. VM name Power state
# i OE Local [1 VMs] & Windows 7 Ent — Adam Running
i) Cold Storage
¥ Defensative [1 VMs]
Click Next and Select Destination directory on
|, vcenterserver
Hep < Back Next > Cancel

$) Conversion

Destination Location
Select the location for the new virtual machine

Source System Source: (3 I:\NetWatc...\NetWatcher - OVF.vmx (Other (32-bt)) Destination: &I Net...

Destination System
v Inventory for: veenter.svr.oe.|

. Total source disks size: 500 GB
Destination Virtual Macl

Destination Location |Ei OF Local Datastore
Options “ B OF Local [USE ME - z5tax-NFS =
Summary g vml.svroel

B vm2.svr.oe.l Capadity: 14,381.59 GB

B vm3.svr.oe.l Free: 2,442.24 GB

B vm4.svr.oe.l Type: NFS

Virtual machine version

|Ver5m 10 v|

Select Destination physical server and data store

Refresh

< 1 3

Help | | < Back H Next > ‘ Cancel ‘

ij Conversion

w—g Conversion

Options
Set up the parameters for the conversion task

Source System Source: 3 I:\NetWatcher-...\NetWatcher - OVF.vmx (Other (32-bit)) Destination: & ...
Destination System
Destination Virtual Mack
Destination Location
Options
Summary

Click on an gption below to edit it.

Current settings:

- Data to copy Edit
Copy type: Disk-based
VirtualDisk1: 500 GB

~ Devices Edit
vCPUs: 4 (4 sockets * 1 cores)
Disk controller: Preserve source
Memory: 4GB

+ Networks Edit
NIC1: SPAN Target
NIC2: SPAN Target

~ /i, Advanced options Edit
Power on destination: No
Install VMware Tools: N/A
Customize Guest 0S: N/A
4 Reconfigure: N/A

+ Throttling Edit
CPU: None
Network bandwidth: None

Confirm settings

Summary
Review the conversion parameters

Click Finish

Source System Source: (5 L:\NetWatcher-...\NetWatcher - OVF.vmx (Other (32-bit)) Destination: & ...

Destination System
Destination Vitual Mack

R 5 -
Source system information

‘ Help | ‘ < Back H Next > | Cancel |

Destination Location Source type: VMware Workstation or other Viwal
Obtions Path: I\NetWatcher-12a276d1-2c9f-43b6-
Uptions CPU throttling: MNone
Summary Network throttling- None
Destination system information =
Virtual machine name: NetWatcher - OVF
Hardware version Version 10
Host/Server veenter svr.oe.|
Connected as: mckaya
VM folder: Defensative
Cluster: OE Local
Host system: vm2.svr.oe.|
Resource pool: Default
Power on after conversion: No
MNumber of vCPUSs: 4 (4 sockets * 1 cores)
Physical memory: 4GB
Network: Preserve NIC count
NIC1 Connected
SPAN Target =
4 s L1} T »
4 1 »
| Help | | < Back ‘ | Finish | ‘ Cancel ‘




Step 2b: Import NetWatcher Sensor VM

¥ Conversion

% VMware vCenter Converter Standalone

=5 -
Fle ¥ew Task Admnstraton Hep
Summary

Wi Convert machine (3 Configure machine

View by: ~ Tasks Show: ~ Al tasksp ™ Recent tasks

Task ID Job ID Source Destnation  Status

Starttme  End tme
Sub 5 ir1 1 \NetWatche... vcentersvr... [ ] 1% 12/30/2015 ... Estmated tme remanng: 1 hours
Destination System n
Destination Virtual Mack Source system information
Destination Location

Options
Summary

enter Converter Standalone alovs you to take o

[N VMware
tinto a

w VMware vitual machine. The machines you

[t include:

- P

al machines

- VMware vrtual machines {.vmx)
VMware Consobdated Backup (.vmx)

- Microsoft Virtual PC or Virtual Server virtual machne:

- Symantec LiveState Recovery Image (.sv2i)
Acronis True Image Backup {.th)

- StorageCraft Shadowstor (.spf)

e - Paralieks Virtuakzation Products (.pvs)

- = Hyper-V vrtual machnes

Let it build.
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